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Abstract: This article explores the role and significance of adaptive and individualized teaching systems in 
developing students' cyberpedagogical competencies within digital learning environments. It proposes 
mechanisms to foster students' skills in independently and responsibly using digital resources by integrating 
modern technologies, cybersecurity requirements, and pedagogical approaches.   
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Introduction: The development of the modern 
education system has reached a new stage with the 
widespread introduction of digital technologies. The 
digital educational environment, while creating 
innovative opportunities for students, also poses 
challenges such as cybersecurity, data protection, and 
digital ethics. In this regard, the formation of students' 
skills for independent, responsible, and safe use of the 
digital environment has become one of the most 
important tasks of modern pedagogy. 

Cyberpedagogical competencies are a combination of 
skills for the effective use of digital technologies, 
prevention of cyber-hazardous situations, and safe 
management of pedagogical processes. Adaptive and 
individualized learning systems play an important role 
in the development of these competencies. Because 
they provide an individual approach, taking into 
account the differences in the level of digital literacy, 
interests, and learning speed among students. 

Adaptive systems (e.g., AI-based platforms) 
automatically adapt educational content to the 
student’s level of knowledge, while individualized 
approaches (combined programs, personalized 
learning plans) focus on developing their individual 
needs and abilities. This, in turn, strengthens students’ 
skills in critical thinking, problem-solving, and ethical 
decision-making in a digital environment. 

The relevance of the study is that in an era of increasing 
cybersecurity threats (phishing, identity theft, 
plagiarism), it is necessary to protect students against 
digital risks and to form a culture of digital citizenship 
in them. This requires a systematic approach that 
combines pedagogical innovations, technological tools, 
and security policies. 

The scientific and practical significance of the work is to 
improve curricula, improve teacher training, and 
establish new criteria for the use of effective 
technological tools to develop students' skills for 
independent and safe operation in the digital 
environment. The results of this study can serve as an 
indicator for teachers, heads of educational 
institutions, and specialists in the field of digital 
education in developing practical mechanisms for the 
development of cyberpedagogical competencies. 

Literature review. Research on the development of 
students' cyberpedagogical competencies in digital 
learning environments has been shaped around the 
triangle of cybersecurity, pedagogical innovations, and 
adaptive technologies. The following is an analysis of 
the main literature on the topic and their theoretical 
and practical approaches. 

The concept and components of cyberpedagogical 
competencies 

Avosyan (2020) in his work "Cyberpedagogy: New 
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Paradigms in Digital Education" defines 
cyberpedagogical competencies as a triad of 
cybersecurity, digital ethics, and pedagogical skills. In 
his opinion, these competencies include the ability of 
students to act independently and responsibly in the 
digital environment[2]. 

Smith and Anderson (2019) in their monograph "Digital 
Citizenship in Education" expand the concept of 
cyberborder (digital citizenship), distinguishing 
elements such as data protection, prevention of 
plagiarism, and respect in digital relationships[3]. 

Adaptive and individualized learning systems 

Bloom (1984) empirically proved the effectiveness of 
individualized learning in his article "The 2 Sigma 
Problem". His theory forms the basis of modern 
adaptive platforms (e.g. Khan Academy, Coursera) [4]. 

Knewton (2017) demonstrates that adaptive systems 
based on artificial intelligence can automatically detect 
the level of knowledge of the student and provide 
personalized content [5]. 

Integration of cybersecurity and education 

A report by the European Union Agency for 
Cybersecurity (ENISA, 2021) recommends the 
implementation of GDPR regulations and mandatory 
cybersecurity training in educational institutions [6]. 

Johnson and Mattord (2020) in their work "Information 
Security Awareness in Education" empirically 
confirmed the effectiveness of using simulation-based 
games to improve students' skills in identifying phishing 
messages[7]. 

Pedagogical innovations and technological tools 

Mishra and Koehler (2006) developed the TPACK 
model. This model requires the integration of 
pedagogy, content, and technology. TPACK serves as a 
key theoretical framework for developing 
cyberpedagogical competencies [8]. 

The SAMR model (Puentedura, 2014) divides the 
impact of technologies on the educational process into 
stages, from replacement to redefinition. For example, 
modeling virtual cyber-hazard situations using VR 
technologies is an example of the "Redefinition" stage 
of SAMR [9]. 

Challenges and solutions in digital education 

The OECD (2022) report identifies the gap in digital 
literacy levels among students in digital learning 
environments as a problem. Adaptive platforms and 
differentiated tasks are recommended for this 
problem[10]. 

Selwyn (2016) analyzes the social and ethical aspects of 
digital education in his book "Education and 
Technology: Key Issues and Debates". He emphasizes 

the need for further research into the impact of 
plagiarism, data volume, and artificial intelligence [11]. 

Practical projects and experimental results 

The Google for Education (2023) project "Digital Safety 
in Schools" provides practical recommendations for 
integrating cybersecurity lessons into curricula [12]. 

The MIT Media Lab (2021) study "AI for Cybersecurity 
Education" successfully used artificial intelligence to 
teach students skills in identifying cyber-dangerous 
links [13]. 

Analysis results and weaknesses 

Strengths: 

 Adaptive systems (AI, VR) and pedagogical models 
(TPACK, SAMR) have been proven to be effective in 
developing cyberpedagogical competencies. 

 Practical projects (simulations, games) play an 
important role in transforming theoretical 
knowledge into practical skills. 

Disadvantages: 

 Most studies have focused on theoretical 
approaches, with little practical research. 

 The issue of accessibility of digital resources for 
students with disabilities remains unresolved. 

The existing literature contains a wealth of material on 
the components of cyberpedagogical competencies 
and technological methods for their development. 
However, areas such as the seamless integration of 
adaptive and individualized systems, as well as the 
synergistic effects of cybersecurity and pedagogy, have 
not yet been fully explored. Further research in these 
areas is one of the urgent problems. 

METHODOLOGY 

This study aims to assess the effectiveness of adaptive 
and individualized learning systems in developing 
students' cyberpedagogical competencies in a digital 
learning environment. The research methodology 
includes the following steps: 

1. Theoretical foundations of the study 

- The concept of cyberpedagogical competencies is 
analyzed based on (cybersecurity, digital ethics, 
pedagogical innovations). 

- Adaptive and individualized learning systems (TPACK, 
SAMR, AI-based platforms) are theoretically studied. 

2. Research methods 

The study is conducted using a mixed method: 

Qualitative methods: 

- Interviews with teachers and students. 

- Focus groups (on cybersecurity, digital ethics). 
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- Quantitative methods: 

- Questionnaires (Likert scale for assessing students' 
competencies). 

- Analysis of data collected in the system (e.g., activity 
on platforms, test results). 

3. Sampling and sample 

Target audience: Students studying in digital education 
programs (bachelor and master's degrees). 

- Sample size: 150-200 students (including different 
majors and courses). 

- Sampling method: Secondary (stratified) sampling 
(students are divided into groups according to their 
level of digital literacy). 

4. Research Stages 

1. Input Analysis: 

- Input tests to determine the level of knowledge of 
students. 

- Assessment of the level of existing competencies in 
the digital environment. 

2. Intervention (experiment): 

Adaptive systems: 

- Providing personalized content through artificial 
intelligence-based platforms (e.g. Coursera, Khan 
Academy). 

- Cybersecurity simulations (phishing, data encryption). 

Individualized approach: 

- Personal learning plans (adapted to students' 
interests and weaknesses). 

- Digital projects (e.g. "Creating a secure website"). 

3. Evaluation of results: 

- Final tests (on cybersecurity, digital ethics). 

- Analysis of student activity (number of logins on 
platforms, completion of tasks). 

- Reflexive interviews with teachers and students. 

5. Data Analysis 

Quantitative Data: 

- Statistical Analysis (mean, standard deviation, t-test) 
using SPSS or Excel. 

- Correlation Analysis (relationship between adaptive 
systems and competency development). 

Qualitative Data: 

- Thematic Coding (using NVivo). 

- Categorizing Students’ Opinions and 
Recommendations. 

6. Ethical Guidelines 

- Informed consent: Students are given their consent to 

participate. 

- Anonymity: No personal data is entered (only through 
digital identifiers). 

- Security: Collected data is stored on encrypted 
platforms. 

7. Validation and revalidation 

- Expert evaluation: Feedback from experts in the fields 
of pedagogy, cybersecurity, and technology is 
collected. 

- Exploratory experiment: The methodology is tested 
on a small sample (30 students) and necessary 
adjustments are made. 

This methodology is aimed at integrating adaptive and 
individualized systems in the development of 
cyberpedagogical competencies. Based on the results 
of the study, the following are determined: 

  The difference between the previous and 
subsequent levels of student competencies. 

  The effectiveness of adaptive platforms (e.g., 
the impact of artificial intelligence). 

  The advantages of an individualized approach 
in a digital learning environment. 

The results, in turn, will serve as the basis for 
developing recommendations to improve educational 
programs and make cybersecurity policies more 
effective. 

DISCUSSION 

The role and effectiveness of adaptive and personalized 
learning systems in developing students’ 
cyberpedagogical competencies in a digital learning 
environment can be discussed around the following key 
aspects: 

1. Impact of adaptive technologies 

- Artificial intelligence (AI) and data analytics allow for 
monitoring student activity and providing personalized 
content tailored to their level of knowledge. For 
example, through the Knewton platform, students 
receive automatic recommendations for correcting 
individual errors. 

- VR/AR technologies build practical skills by modeling 
cyber-threat situations (phishing, data mining) in a 
virtual environment. In an experiment conducted by 
Abdullah and Mohd (2019), spear phishing simulations 
increased employees’ risk identification skills by 
40%[1]. 

While adaptive systems are effective in translating 
theoretical knowledge into practice, their high cost and 
resource dependency can pose a challenge for small 
educational institutions. 

2. Benefits of an Individualized Approach 
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- Individualized learning plans help create educational 
content that is tailored to students’ interests and 
abilities. For example, projects on digital ethics 
(personal data protection, plagiarism prevention) 
increase student engagement. 

- Differentiation (group assignments) is effective in 
audiences with varying levels of digital literacy. The 
OECD (2022) report confirms that this approach 
increases student motivation. 

While individualization fosters student independence, 
insufficient teacher qualifications and a large amount 
of time spent remain serious limitations. 

3. Integration of cybersecurity and pedagogy 

- Cybersecurity lessons are more effective when 
pedagogical methods, technology, and content are 
aligned based on the TPACK model. For example, 
teaching encryption algorithms in mathematics helps 
connect theoretical knowledge with practice. 

- The impact of technologies is assessed through the 
SAMR model. Virtual cyberattack defense exercises 
using VR fall under the "Redefinition" phase of SAMR. 

The integration of cybersecurity and pedagogy is 
theoretically rich, but practically understudied. In 
particular, adaptive systems for students with 
disabilities have not yet been developed. 

4. Practical projects and simulations 

- Simulating cyber-risk situations (e.g., phishing 
message detection games) improves students’ critical 
thinking and quick decision-making skills. 

- Project-based learning (“Building a secure website”) 
encourages group collaboration and creative 
approaches. 

While simulations and projects increase student 
motivation, they require technical resources and 
qualified personnel to organize. 

5. Limitations and current challenges 

- Digital divide: As noted by OECD (2022), the gap in 
digital literacy among students reduces the quality of 
education. 

- Ethical and legal aspects: Artificial intelligence and 
data analytics raise privacy issues. 

- Teacher training: Many teachers complain about a 
lack of knowledge and skills in developing cyber-
pedagogical competencies. 

Conclusion. The results of the study show that adaptive 
and individualized systems are effective, but resource-
intensive tools for developing cyberpedagogical 
competencies. The integration of cybersecurity and 
pedagogy forms ethically responsible user skills in 
students. Simulations and projects play an important 

role in transforming theoretical knowledge into 
practical skills. 

Practical significance and recommendations. 
Educational institutions should include cybersecurity 
courses in mandatory courses. It is necessary to 
introduce retraining programs for teachers in 
cyberpedagogical competencies. It is necessary to 
provide financial support for digital education by the 
state and encourage the use of open-source programs. 
Long-term research is needed (evaluating the 
continuous development of cyberpedagogical 
competencies). It is necessary to develop new 
technological tools that take into account accessibility 
and inclusivity and strengthen international 
cooperation (for example, implementing ENISA 
recommendations). The results of this discussion can 
serve as a basis for developing practical solutions for 
students, teachers, and policymakers. 
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