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ABSTRACT

Payment systems are the backbone of modern economies, and their security is a critical aspect of maintaining user

trust and safeguarding financial data. In this context, the development of threat models plays a central role in ensuring

the protection of these systems from attacks. One of the most effective methodologies for threat modeling is STRIDE,
which helps to structure and systematize the analysis of risks and threats. By utilizing the STRIDE model and
incorporating a customized threat model for payment systems, the security of authentication processes and

transaction handling can be significantly enhanced.
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INTRODUCTION

Payment systems are the cornerstone of modern
economies, enabling the secure transfer of funds and
facilitating transactions across various sectors. With
the rapid growth of digital and mobile payment
platforms, the need for robust security measures has
become more critical than ever. As these systems
evolve, so do the methods of attack employed by
cybercriminals, who seek to exploit vulnerabilities for
financial gain. The increasing frequency of
cyberattacks targeting payment systems poses a

significant threat to both individual users and the
global financial infrastructure [1].

This paper aims to explore the application of the
STRIDE threat model in the context of payment
systems, analyzing common vulnerabilities and
proposing strategies to mitigate them. In addition to
applying the STRIDE model, the paper introduces a
detailed threat model specific to payment systems,
highlighting the unique challenges associated with
authentication, data management, and transaction
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processing. By understanding the nature of these
threats and implementing multi-layered security
measures, payment systems can enhance their
defenses against a wide range of cyberattacks,
ensuring the safety and integrity of financial
transactions.

1. The STRIDE Model: core threats to payment systems

The STRIDE model (Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, Elevation of
Privilege) classifies potential threats and helps identify
corresponding protective measures. Below is a
breakdown of each threat in the context of payment
systems (fig.1).

1.1 Spoofing (identity impersonation)

Spoofing involves a malicious actor impersonating a
legitimate user to gain unauthorized access to a system
or execute fraudulent transactions. An example is
when an attacker intercepts a user’s authentication
session over an insecure network [2].

. Protection Measures: Multi-factor
authentication (MFA), session data encryption,

enhanced verification through cryptographic tokens.

1.2 Tampering (Data Manipulation)

Tampering occurs when data is altered during
transmission or processing without authorization. In
payment systems, this could involve modifying
transaction amounts or recipient details [3].

. Protection Measures: Data encryption in
transit, digital signatures to verify data integrity,
routine database integrity checks.

1.3 Repudiation (Denial of Actions)

Repudiation happens when an individual denies
performing a transaction or action, making it difficult
to prove the authenticity of their involvement without
proper logging mechanisms.

. Protection Measures: Reliable audit logs with
immutable records, timestamps, digital signatures, and
user activity tracking systems.

1.4 Information Disclosure (Data Breach)

Information disclosure involves the leakage of
sensitive data, such as user information or credit card
details, due to vulnerabilities in APIs or unprotected
databases.

. Protection Measures: Data encryption at all
levels, strict access control policies, regular security
audits, and vulnerability assessments[4].
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Figure 1. Threats of cybersecurity in payment systems

1.5 Denial of Service (DoS) confidential information or administrative functions

within the payment system.
DoS attacks aim to overwhelm system resources,

making the system unavailable to legitimate users. In . Protection Measures: Principle of least
payment systems, this could prevent the completion of privilege, role-based access control (RBAC), regular
transactions, leading to financial losses and system vulnerability testing.

reputational damage.
2. Proposed threat model for payment systems

. Protection Measures: DDoS protection,
request rate limiting, web application firewalls (WAF),
and resource distribution for handling request surges

In addition to applying the STRIDE model, the
proposed threat model specifies the unique aspects of

5] attacks related to authentication, access control, and
data management processes. This model, depicted in
1.6 Elevation of Privilege Figure 2, outlines different threat states, from secure

operation to specific malicious activities such as

unauthorized access or manipulation of authentication
access to system functions or data that they are not data[6]

Elevation of privilege occurs when an attacker gains

authorized to use. This could involve accessing
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Figure 2. Proposed threat model for payment systems

2.1 Threat States

. So - Initial secure state of the authentication
system where all processes are functioning correctly,
and the system is protected from external attacks.

o S1 - Interaction with the authentication system
begins the user verification process. Vulnerabilities
related to authentication may arise at this stage.

. S2 - Unauthorized modification or copying of
authentication data. Here, an attacker may manipulate
credentials, such as passwords or access keys.

. S3 - Password cracking or breaching other
authentication methods, including biometrics, leading
to unauthorized access to the payment system.

o S4 - Theft of sensitive authentication data,
which can be used for further attacks or sold on the
black market.

. S5 - Unauthorized access and privilege
escalation in the payment system, allowing the

attacker to perform transactions or modify data on
behalf of a legitimate user.

. S6 - Creation of illegitimate users in the
system, giving attackers the ability to act through fake
accounts.

. S7 - Introduction of malicious software or code
into the authentication system, manipulating
processes to gain illegal access.

. S8 - Disruption of the payment system’s
operation through a Denial of Service (DoS) attack.

. S9 - Maintaining unauthorized access by
bypassing standard security measures, which may go
unnoticed for extended periods.

. S10 - Hiding traces of the attack and ensuring
continued access by erasing logs and creating
backdoors for future intrusions.

2.2 Attack Stages
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Threats can be divided into three main stages:
. V1 - Reconnaissance and Preparation:

The attacker conducts reconnaissance of the payment
system’s network, identifying key nodes and
vulnerabilities. This may involve port scanning,
analyzing active services, and studying the system
structure to plan an intrusion.

. V2 — Attack Implementation:

The attacker executes the attack, exploiting
vulnerabilities in the authentication system through
methods such as phishing, social engineering, or
exploiting  technical  vulnerabilities like  API
weaknesses.

. V3 - Access Maintenance and Trace
Concealment:

The attacker takes steps to maintain unauthorized
access to the system, which may include log wiping,
obfuscation methods, and other measures to conceal
their actions.

The final state is S10, where the attacker ensures a way
to regain access to the system by leaving backdoors or
other vulnerabilities [7].

2.3 External Factors Affecting the Threat Model

The threat model also considers external factors that
may influence the likelihood of a successful attack.
These include:

. Attacker Skill Level:

Attackers may possess advanced technical knowledge,
using sophisticated tools to bypass security systems.
Such tools may include network scanners, exploits, and
specialized software products for analyzing payment
systems.

. Social  Engineering and  Psychological

Techniques:

Social engineering plays a significant role in gaining
access to payment systems. By manipulating
employees or users, an attacker can obtain access to
accounts or critical information.

3. Components of payment systems and their
vulnerabilities

Each payment system is composed of various
components that are exposed to different types of
threats. Below is an analysis of key system components
and their potential vulnerabilities (Figure 3).

3.1 Authentication component

This is the core security element of the system,
responsible for verifying user identities. Vulnerabilities
in authentication can lead to spoofing and elevation of
privilege attacks. Advanced authentication methods
such as neural networks and biometrics can
significantly reduce the likelihood of such attacks [8].
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Figure 3. Key system components and their potential vulnerabilities

3.2 Payment gateway (Gateway API)

This processes payment requests.
Vulnerabilities may allow attackers to manipulate

component

transaction data (tampering) or overload the system
through DoS attacks [9].

3.3 Billing database

The billing database contains sensitive information
such as credit card data, making it a target for
information  disclosure or tampering attacks.
Encryption and strict access control measures are

critical for protection.

3.4 Transaction logs

Transaction logs are essential for auditing and
investigating incidents. Vulnerabilities in logs may lead
to repudiation if attackers can alter or delete records.

3.5 Access management system

This system governs user rights and access control.
Attacks on this component can lead to privilege
escalation, granting unauthorized access to sensitive
data and system resources.

4. Applying STRIDE to secure payment systems

The STRIDE model provides a structured approach to
protecting payment systems by identifying threats and
developing measures to counteract each category. For
example, to mitigate spoofing risks, multi-factor
should be
implemented. Similarly, to prevent data leakage

authentication and data encryption
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(information disclosure), it is essential to encrypt data
at all levels and regularly conduct vulnerability tests
and configuration reviews [10-12].

5. Mathematical modeling of threat probability

The probability of a system threat state at any given
time is described using a mathematical model that
accounts for random changes in the system’s state.
The probability of a system being in a specific threat
state, P_i(t), at time tis defined as:

Pi(t) = P(S(0) = sp)

Where S(t) is the random state of the system at time t,
and i=1, 2, 3,.,n represents the threat states. The
transition probability between states is expressed as:

P;(t) = P(S(k) = s;|S (k — 1) = 55)
Using the total probability formula and transitioning
from step (k-1) to step k, the unconditional probability
of the system being in a specific threat state at step k
is calculated as:
P;(k) = ¥i, Pi(k — 1)P;Using the total probability
formula and transitioning from step (k-1) to step k, the
unconditional probability of the system being in a
specific threat state at step k is calculated as:

P j(k)=3_(i=1)*n:: [P_i(k-1)P_il ]

For an effective defense against a stream of attacks
with such intensity, the system must utilize neural
network methods for timely threat classification and
identification [13].

CONCLUSION

The development and application of threat models for
payment systems, such as the STRIDE model, allow for
effective identification and classification of threats
across all levels of the system, including authentication
processes and access management. The incorporation
of multi-layered security systems such as encryption,

data integrity controls, and access control policies
helps minimize risks and improve overall system
resilience against attacks.

By systematically addressing each threat and
implementing tailored security measures, payment
systems can maintain high levels of security, protecting
users’ financial data and maintaining trust in an ever-
evolving cyber threat landscape.
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